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Abstract: In order to solve the inadequacy of traditional blind signature schemes in resisting quantum computing attacks
during interactions between users, signers, and verifiers was addressed, a novel quantum-resistant blind signature scheme
named CDBS was proposed. This scheme aimed to enhance security and could resist quantum computing attacks. The
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. HERAAR AR TGS R
IR R IR 28 () e P, Rk fE a5
V210 7w o

BX10 B45%

]IN (c») sk = (K,s,,8,,t,)

i (zh)

18) v, = HighBits  (v,2y,)

19z=y+c's,

= c's, < NTT'(¢'$))

20) (ry,ry) = Decompose, (v — c*s2,2y2)

= c's, < NTT'(¢'5,)
21y if[lz]l,, =y, = Bor[rgl| =y, =
or [|c’t,||,, = y,i =i+ [ then goto 11)

22)else h = MakeHint (—c't,,v — ¢'s, + ¢'1,,2y,)
314 =5

MPsRFERENRL S )G, | %
HFFx b 2 AT R ERIEI RS S M, b5 R
Wi SHOE B RV 27, <y, — B H5T
B, MR M EEHEAMNEL L=
(zhc)s B, ZLFEAE, BT A R E %
LA, T7RIR B EHIG T BOFE
o, HAAARE R EE 11 R .
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BEn kEHEE

]MIN (z.h)

wWE X =(z"h)

)z =z+x

24y if[|z7(|,, <y, = B

output X = (z",h,¢)

25) else restart
3.1.5 IiE

TEMAEI B, Bo1E % FIH A% pk = (ptrt, ) A
S MY = (27 h,e) BHATIAE, Bk, 36
TIE 38 B S JE ik A BRI B ST A AR A D =
CRH (CRH (p|it))IM ), BEEMHHAZS . AHME
1% UseHint, Yk & 17 & v s AL LR v, A 54
e AR A @) 5 ot A THE ¢, A AR E
WKz, <y, - B WEIEEE, &RE1; &
W, R0 R RIGUE R . BRI, A
B Az — et 290, B BAENTT B k4T, R
& it B NTT'(ANTT (z") - NTT (¢) NTT (¢,2%))
1A -

BE12 WIS

BN pk=(ptrt) M, T=(z"h?)

mwid o=l

26)A e R\ "' = ExpandA (p)

Zﬂue{oﬂ}”4 CRH (CRH (pl[t))I[M )

28) v,' = UseHint, (h,Az" — ct,22y,)

29) if[|z(|., <y,

30) else return 0
3.2 FRIEMMIERR
321 AXF|EAIEL

R TR0 5] B ARk o 84 7 &
CRYSTALS-Dilithium P4 # 535 P AH G J@ 1, #Eim
UE B A S 210 IE R M AN e 4tk

SIEB1 EqMMaiidq>2a HFg=1(moda)
Hoa R85, Bsr Mz RURAR, DHIAE, I
Fz ], < % BER A g, T N PR
HighBits,« UseHint, il MakeHint, i /& LA 4% .

1) UseHintq(MakeHint (z,r,0),r,0.) = HighBites
(r+zaoa).

2) #7 v, = UseHint (h,r,a) 5L, MIAFEAZEL
|r=via| <o+ 1. ERERTEE W, WTE

—porc=¢c=H(V|u)return 1

AT g I LIS, r - via B REER w N 4h,
HAR R R 2k S

M FAEE M E R M A TS, 25025
UseHint (h,r,a)=UseHint (k'r,0), WH h=h'.

SIE2 HAEAENs|, <p HEKRMN
" LowBits,, (r,a) H < 5 - B WA a0 N & AT

HighBites (r,) = HighBites (r + s,a)  (11)

3.2.2 EAAMIERA

B ASCRTAL U CDBS 5 S8 2 IERfiE, 5K
B ERRAIERATE (|27, <y, — BRI, TR e
Ke=0"=H v, |ju), ZERBOLRIZRASIR & 2

1553y, = UseHint, (h,Az" — ct,2°2y,)=v,, CAHF
iz =z+x W
A7 = ct) 2= A(z + x) — ct,2° = Az + Ax —ct,2°

12)
HEANz=y+ s,y " =c+p, MRA2)0FE
"N
Ax + Ay + Ac's, - ct,2 = Ax + Ay + Ac"s, - (¢" -
p)t2%= Ax + Ay + Ac"s, + pt,2° - ¢'t,2¢ (13)
cle=1,27 + 1, FRA(13)AT15
A(x+y)+Ac's, +pt,2" - " (t - t,) =
A(x+y)+Ac's, +pt 2"+ ct, - c't  (14)
AR = As, + 5, FRNIR(14)
A(x+y)+Ac’s, +pt,) 29+ "ty — ¢ (As, + 5,
A(x+y)+pt2°+c't,—c's, (15)
CgEy = A(x +y) + ¢, p27 L, ARAK(15)
G
A(x+y)+pt2°+c'ty,—c's, =
C. &1 h = MakeHint, (—c #,,
HH 51 B 1 ATAS
v,' = UseHint, (h,Az" — ct,272y,) =
UseHint, (h,v + c't, — ¢"5,,2y, =
HighBits (v — ¢'s,.2y,) (17)
E?A%&H%ﬁﬁ%%%ﬁﬁ A
Ic*s, |, < BERAL, [FIFE B 2GRt T
B EEER W (HPENE 10 RPER 21), X
f§ 1% LowBits, (v—c*s2)<y2—ﬂﬁfcj, 5 2 Ui
s, AEEA Sy - s, MR A= A, T
HH | B2 AT 15
HighBits, (v -

v+c't,—c's, (16)
—c's, +t),27,)s

c'5,,2y,) = HighBits (v - c's, +
¢’'s,.2y, = HighBits _(v.2y,) = v, (18)
TR, =, BIART R EMAMEAS CLIE.
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4 CDBSHZRMZEMSHERNST
4.1 REMSW
4.1.1 FHLSHT

HE S HE, B840 RE AR
A AFEAS 5 85 B R BRI L R 3ET S A E, i
TREE ) 22 SRR AL« A S E O 3
/TSP UBITES AN H, EemHP
U MAE & 2 AN BRI JE 46 7 J2. M A M, A Bl
HUEHL—A, FEXHZIRLEMHE S M, =05 1D 47
HAGAREE, AR E S R ¢, (b=0Ek D,
BAERERGE LA |Pr (b = k)| > 30 WIETHEREK
W, W HXEEL T RAEAEM, HBEAg
HEIEE16) (HEE9) FA

¢ =c+ p = SamplelnBall (¢) + p =
SamplelnBall (H (v |ju) + p (19)

TEARTT S, WAy A CRH A1 H (1) H A& s
L3 8 SHAKE-256, A[E 2 A 7E T e %t CRH
Bt 384 A A {EL, T BRI H Ha Hh 256 ARG A E .
T8 75 BRSO AT SR M AN PRI, (R B ELA H
IR IS 51 oA, W FANFE R 6T S, &4
i ek BRSSO AT X s
M ETIEW PN, RN ZESL T REREE
PE
4.12 AT

BHOE L6 FI AT, AT TE Tk 2 4 A B R AIE B
CDBS 7 A Pyttt . I # EA kA
ANTEBE SOV B M (0= 1,2,0+k), 52405
ITKIRAZH., [FIB SR TR Ty T T, 50 5 H
TFAOsRIG A Al . B4 B WARIEA I, K
i # B AT LU AN AT 2005 (126 negl (&) D it
HEEk+1IRZEL, WAFAE SRR # C v BLiE 1B
negl (¢) FI M 2K fi# tk CRYSTALS-Dilithium FT [ Il
0 TR A I 8. 155, R GA A IR IE I 2 B A K
Bk, AR CDBS 7 ZH A pk = (p,tr 1))
IR sk = (K,s,,5,t,), Bl Ja B F i@t~k &
WG4

1) W7 EH. B B kil CIERKT M,
MG AAE, & T, PAEAERT LS R, W B 2R
Bl (M H,): A5 AAEAE, WAL IR B — ARG 75 18
Hs HadFERF

2) B Wil E Rk CilR%T M,

M T4, & TP AAAEA AR, W) B 4R B %
BEE B, BN S HILE R4
B, FFx R AR AR .

3) KR . Bk E Mkl iR T M,
IS UEE W), & T, HAEAEXT RAE, N EHERE L,
HAFLE, MPATIRAES L, WIERIRE 1, 75
MR E 0,

S FTREEAMNEIER, BdE#H BRE
W negl (O) WHAIEHH M %A E, = (7, h,.¢,), H
FEREEATERL 2, |, <7, - B IFHERERIRUERE 1T
¢; = SampleInBall (H (v}||CRH (tr]|M,))) + p % 3L
IEIN F 2 4 AR AR, WG E 2045 2 FAHH
sk = (K.s,.,8,.ty), X HAH 24T fi vk T MLWE #1 SIS
i, X5 AR M AR P&, R AR SO
FEAAA g,

4.2 WESH
4.2.1 HEiEpyHrtk

CDBS J5 % 5 CRYSTALS-Dilithium ¥ 745 44 5
RAEEERN S HU R E M IRFF—3, g =8 380417,
d=13. REZEZHIPTEITE 256 (/132 B,
CDBS /7 & A, RS LK E MR HET
FEUTF .

1) APk = (pitrg, ) AHIBEHSE p. tr il
t R, SIS {0,117 tre{0,17*, Fit
CDBS J7 Z& 1 2 B J8 09 32 + 48 + 32k (log[q] -
d) = (80 + 320k) B

2) FhEH sk = (K5 ,,8,.t, ). FAEHEL 40 H 2 3K
s~ s, fle, A, HE RS 8 Ke{0,1}7
(5,.5,) €S, x Siv (2,.t,) = Power 2Round_(#.d ),
ML 7E CDBS 7 &, FAHKE N 32 +32(k+
1) [log (2 + 1))+ 32kd ) B.

) BEXT = (z,hc)e BHE=(2.he) PRSI
ZH, MEMPHRIAGZIARZA v N EER
B, WAEBARSLHd, RS MR AR R R
B, BFHEw+h B WELKEN
(321 (log2y,)+ (w+ k) +32)B.

o BWE KA FE A s BN BE L S B R R
EEEHREPHEESH dnms. EFES iIHE
FEE RIS R . % CDBS 5 £ RIS F 4 5 Hopth
T E 47T R R I AT R B, 153
R2HIRIIAT L R X e p T B E RN
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<2 NEIA BN EBESHIRIL S ixttt
Ti % N B Z¥4 L HEHE
SCHR[27] 2k (logq) Iloggq Iloggq 3
LHR[29] kllog g kllog g kloggq 2
SCHR[30] kllog2q kllog2q klog 120 3
CDBS k(log[q]-d) (k+1)[log(2n +1)] I(log2y,) 3

R, 1ECDBS T EMHIFEA e R, A AT %
FRiEA e Zy ", MBS (k1) B L O R
Yk, LHMEAeR ' HAeZ . T RAYEH
(KN g BT EUE N T g, T [Tog (27 + 1) | << log g-
AR RS BB B, #ilogg =23 n=2M
y, = 2", Uthlogg > log2y, >> log2n + 1. %¢ LFT
&, CDBS i ML KEAE L ZNAAEE
o
422 FEMEETIL

R [20] 52 3£ T CRYSTALS-Dilithium % 7 %5
YT BRI — B FES L TR
—MBS &, AXHTEE MBS 7 EHET
CRYSTALS-Dilithium %7 %5 4 B A AE L, H %
P RCABARALL, PRI 2 B0 1K 2 AN 77 AT VE4E T L
T ZEI BRI iR,

=3 SHIRE
24 & X ZSHUH
q L 8380417
d £ PR 7 4 13
7 i) (1 R A 27
7, {EGI 4 AT a1
(k1) pElE i (44)
n AAEE R/ 2
B ™ 78
ANHKE/B 80 + 32k (log[¢ ]~ d) 1360
APIKEB 32+ 32(k+ 1) [log (2 + 1) ]+ 32kd 2464

KB 321 (log2y,) + (w+ k) + 32 2420

1575 SEPERE I EL i, £ 20 CDBS i &
FIMBS J7 PO SRR P4 5 A2 47 3R 2 AN 5 T
BEAT I3, MBS J7 %5 CDBS 7 ZIEAFLVHK
JE o 254 K FE 7 T SE PR TR R e 4t a2k 4 o

mxf b Rk, REEAAKE AR
& MBS 7 £ 1.04 5, (HFKEE MBS 7 £
65.8%, 24K JE R~ MBS TR 57.0%. [F] I A4
T MBS /7%, CDBS J7 RN AR HKEZ L

R 24 K FE BN T 32.9%, Bl CDBS J7 % 1) %4k
TR MBS 772 1167.1%. [F, fEEERS
CDBS J7 #AV T 3% B, BIi% 5 A ARSI
Pt F O, H 5Tl

=4 75 R PRI
FE  MAKEB APKEB B4KEB LHEKUK
MBS 1312 3744 4246 4
CDBS 1360 2 464 2420 3
423 MR G oA

fELinux#BERSG ~, 8/ C1EF A OpenSSL
JE %5 i 11 ) 2 T CRYSTALS-Dilithium ) 5 25 4
T RMAT A E RS HL . MR B ECE I
CPU: AMD R5-6600H 3.30 GHz, W {f: 16.0 GB
(4 800 MHz), #{E&%: Ubuntu 22.04.1 LTS. 7E
FIRSZEGEREE T, BEHLA R 59 B B
WITER 4, EEIBITIZTSE 10000 K, FEXHX
10 000 ¥R 25 44 RIS AT 28025 U548 I Hh L AR i 4
. CDBS /7 &5 CRYSTALS-Dilithium J7 % SZpriz
SR X LE AR &5 R 3 i

CRYSTALS-DilithiumJ5 %
7 CDBS %

300 286.19 593 13

[62.15 61.50

0 1
EHER Bk

Fir B
K3 CDBS 5% 5 CRYSTALS-Dilithium J7 %
SRR IZ S AR LRt

HAR4s B rT 40, #4A | CRYSTALS-Dilithium
7 AT — 525 N AR R P #E401.89 ps; 1T
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X CDBS &M &, W TTEEARIEEA FEn
TEMMEEB, BEINT E T REVEE R,
CDBS 7 & AT — 6% 4 I B ik 3 72 °F 25 76 4
657.65 pso FAEHINETT REEZ IR LRI, H# ik
IS AEEAIGIN T 255.76 ps.

WS, TEAHFESES-F & b, % MBS 77 £ A
CDBS 77 ZHHTH A Z BRI, HAEEASH
FIER IR 3 Biw, MRS R 4 Fiw.

700

—— MBS &
—8— CDBS %

574.36
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500

400
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IBATIN /s
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Bt

1
%%
P B
4 CDBS /7 &5 MBS J7 %52 b ia H AR ik

BRI

it EAR RIS b, ARG TR CDBS
MRS MR R (R EHE
. B, . ZE MBS N B FER
657.65 us, FAESLINHCR FAUCARED g ) H o5 i
FEfais, BA RIS br S A AT M

5 ZERiE

ASCAENIST A bR HEA J5 &1 R 2844 B
CRYSTALS-Dilithium 24t b, #4187 —FHis 1
H%%4TE CDBS. S5&EGMHFR4TTZM, %
HREINTEBELRHEE, EHTHETES.
B2 AT BRAGRY S 2 P E RN N 3 5t . 53k
THGHCFHE B E %4 7 AL, CDBS 5T
MLWE 1 SIS B R MEHEAR R, IR A i
iz, RIS, HARHKEMES
KJERE, IR 2 T A 5005, 7 RNHRIE
fERNTT B 734 RN T HAn LT
WHIE R AR, AT REMETT 5T 500,
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